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Research on federated learning approach
based on local differential privacy
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Abstract: As a type of collaborative machine learning framework, federated learning is capable of preserving private data
from participants while training the data into useful models. Nevertheless, from a viewpoint of information theory, it is
still vulnerable for a curious server to infer private information from the shared models uploaded by participants. To solve
the inference attack problem in federated learning training, a local differential privacy federated learning (LDP-FL) ap-
proach was proposed. Firstly, to ensure the federated model training process was protected from inference attacks, a local
differential privacy mechanism was designed for transmission of parameters in federated learning. Secondly, a perfor-
mance loss constraint mechanism for federated learning was proposed and designed to reduce the performance loss of lo-
cal differential privacy federated model by optimizing the constraint range of the loss function. Finally, the effectiveness
of proposed LDP-FL approach was verified by comparative experiments on MNIST and Fashion MNIST datasets.
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